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COBIT® : IT Governance Overview
and ITIL V3 Mapping
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What is COBIT®? An Overview.

The ITGI Governance Framework.

CoBIT® and ITIL V3 Mapping.

Integration of COBIT® with other frameworks.

Assessing IT management capability using the
COBIT® Maturity Model and Control Objectives.

m Reference tools, materials and thought

leadership available through ISACA and ITGI.
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@ Internationally accepted good

COBIT .
“ Management-oriented
best practices = Supported by tools and
repository for training

% Freely available

= Sharing knowledge and
leveraging expert volunteers

= Continually evolving

% Maintained by reputable not-
for-profit organisation

= Maps 100 percent to COSO

“ Maps strongly to all major
related standards

IT Processes

IT Management Processes
IT Governance Processes
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= |s a reference, set of best practices,
not an “off-the-shelf” cure

= Enterprises still to need to analyse
their control requirements and
customise based on:

» Value drivers
» Risk profile

Co BIT » IT infrastructure, organisation

best practices and project portfolio
repository for

IT Processes

IT Management Processes
IT Governance Processes



Developed by the IF

INETIUTE™

Leaders In IT Governance ELtaine
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ar —ISACA

INSTITUTE"  Serving IT Governance Professionals
Globally respected not-for-profit Professional association with
research institute established by 75,000 members. Worldwide leader
ISACA in 1998 to advance in IT governance, control, security
international thinking and and assurance and offers the CISA,
standards in directing and CISM and CGEIT certifications.

controlling IT.
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An Overview of COBIT®
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Business
Requwements
IT
Processes

Resources
Domams
Processes

Activities
or Tasks

Natural grouping of processes,
often matching an organisational
domain of responsibility

A series of joined activities with
natural control breaks

Actions needed to achieve a
measurable result—activities have
a life cycle whereas tasks are
discrete
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Business
o ‘ Requirements
IT Domains T

Processes IT

» Plan and \;esources

Organise IT Processes
» Acquire and » IT strategy
Implement » Computer operations -
- Deliver and » Incident handling Activities
Support - Acceptance testing  ° Record new problem.
» Monitor and - Change management ° Analyse. .
Evaluate - Contingency planning ° Propose solut.lon.
Natural grouping of - Problem management ° Monitor solution.
processes, often matching an » Record known
organisational domain of A series of joined activities bl
responsibility with natural (control) breaks EI"O em.

Actions needed to achieve a
measurable result—activities
have a life cycle whereas tasks
are discrete



Waterfall Model
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The control of

IT Processes | that satisfy

Business )
Requirements | IS enabled by
Control -
Control
Practices

4 Domains - 34 Processes - 210 Control Objectives
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Effectiveness
Efficiency
Confidentiality
Integrity

Availability
Compliance
Reliability

Data

Application Systems
Technology
Facilities




Enterprise
Strategy

Business Strategy B
for IT

¥
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measure

IT Goals

measure

define

Enterprise
Architecture for IT

pJesaloos ||




IT Process is derived from [:d
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Business Goals for IT

Enterprise Architecture for IT
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IT Governance
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“IT governance is the responsibility of the
board of directors and executive management.

It is an integral part of enterprise governance
and consists of the leadership and
organisational structures and processes that
ensure that the organisation’s IT sustains and

extends the organisation’s strategies and

objectives.”

ITGI, Board Briefing on IT Governance
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75%

Aligning IT with business priorities
1%

Improving service to end users | ;%;fg
Controlling IT costs | 71%
{ 71%
IT process improvement | 65%
73%
Developing a proactive IT organization | g?fl%u
Managing IT complexity | 60% M Global
: 62%
. HE EM
Making IT accountable and | 56% EMEA
transparent 52%
- ) 54%
Building an IT team focused on service | 45%
i 50%
Automation } 53%
A8%
Virtualization | 52%

O 20% 40% e0% 80% 100%

S

Source: CIO Custom Solutions Group, nov. 2007



I'll Governance
Is the Key Issue

m Organizations are sacrificing
money, productivity and
competitive advantage
by not implementing effective
IT governance

m Executives need a better way
to:

m Direct IT for optimal
advantage

m Manage IT-related risks

m Measure the value provided
by IT

¥
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Five Focus Areas of
IT Governance

1. Strategic Alignment
aligning with the business and
providing collaborative solutions

2. Value Delivery
focus on IT costs and proof of value

3. Risk Management
safeguarding assets, business
continuity and compliance

4. Resource Management

IT assets, knowledge, infrastructure
and partners.

5. Performance

Measurement
metrics, IT Scorecards and dashboards

FOCUS AREAS
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Are we doing
the right

Are we getting
the benefits?

Resource
Management

Are we doing
them the right
way?

Are we
getting them
done well?




COBIT® is a Road Map to AR 7]

Good IT Governance Sl ERNST & YOUNG

m Globally accepted set of tools that ensures IT
is working effectively

m Provides common language to communicate
goals, objectives, expected results

m Based on industry standards and good
practices in:

m Strategic alignment of IT with business goals
m Value delivery of services and new prOJects

m Risk management —
m Resource management . B
= Performance measurement .




Harmonizing S| 71SACA
IT Governance B ERNST & YOUNG

I
Management

Security ... Across the - iz Compliance
1_,,.7 Enterprise ‘
L b
v - L L

Outsourcing Procedures

Policy




Governance Lifecycle

which responds
to

Business
Requirements

Enterprise
Information

to deliver
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drive the
investments in

IT Resources

IT Processes

that are
used by
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COBIT® and mapping to other
Frameworks (i.e. ITIL V3)
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With CoBIT*® 4.0

GOVERNANCE
INSTITUTE*

Quality In Everything We Do

m TOGAF (Architecture)
m COSO ERM

= GBPM

m FFEIC (US banking)

m NIAC (Insurance)

m NIST SP800-53

m FISMA

m |AIS Framework
(Solvency II)

m HIPAA (Health Insurance)

m GLBA (Privacy)

m ISO19770-1 (SW Asset
Mgmt)

m ISO 20000 (Service
Mgmt)

m [SO 27005 (Risk Mgmt)

m [SO 27002 (ISO17799)



COBIT Mapping
with ITIL V3

With CoBIT"® 4.1
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COBIT and ITIL V3 G
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Figure 715 an overview of ITIL V3 and COBIT and highli ghts the differences of the guidance.

an and Organise 0 - - W 0 - - 0 W
Acquite and Implement o 0 0 o o L
|Deliver and Suppott L U o + + F K b 0 o
IMnnit ot and Ewaluate i - -
[Frocess Controls - 0 - o i
Application Control 5 i 0 u o i +

(+) Bgnificant match (more than two obyectives were mapped to a COBIT process)
(03 Mlinor match (one or teo objectives were mapped)

(-) Unrelated focus (no objective was mapped)

(7 COBIT IT process does not exst



COBIT Processes

addressed by ITIL V3

Monitor and Evaluate

Plan and Organise
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Deliver and Support

IS X | X |

full none
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Control Coverage

Objective

Define a Strategic SS 1 Introduction

IT Plan SS 2 Service management as a practice
SS 3 Service Strategy principles
SS 3.5 Service Strategy fundamentals
SS 4 Service strategy

IT Value SS 2.2 What are services?
Management SS 3.1 Value creation

SS 3.4 Service structures
SS 4.4 Prepare for execution

SS 5.1 Financial Management

SS 5.2 Return on Investment

SS 5.3 Service Portfolio Management

PO1.2 Business-IT SS 2.1 What is service management C
Alignment SS 2.3 The business process
SS 2.4 Principles of service management
PO1.3 Assessment of SS 4.4 Prepare for execution C

Current Capability CSI 5.2 Assessments
and Performance
PO1.4 IT Strategic Plan SS 3.3 Service provider types C
SS 3.5 Service Strategy fundamentals
SS 4.1 Define the market

SS 4.2 Develop the offerings

SS 4.3 Develop strategic assets

PO1.5 IT Tactical Plans SS 4.4 Prepare for execution C
SS 7.1 Implementation through the lifecycle
SS 7.2 Strategy and Design




Focus Area’s addressed IF | Hsaca
with COBIT and ITIL 2l ERNST & YOUNG
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- Primary
. Secondary
Not Addressed

Resource
Management



Governance and
Frameworks
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PERFORMANCE: CONFORMANCE
Drivers

- e Balanced
Enterprise Governance

Scorecard
IT Governance

Best Practice Standards

Processes and Procedures




Comprehensive Approach [Eaf
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Governance

Measurement COBIT
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IT Operational Processes - ITIL

Establish - - - - - -

stabis Application Development Processes - CMMI

Project & Portfolio Management - PMBOK
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Overview of COBIT® Maturity Model (CMM)




Assessing IT Governance
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Overview of the COBIT Maturity Model (CMM)

eExcellent approach to evaluating the current state
environment against established criteria and
developing a set of recommendations to achieve
desired future state

eUses a scale of 0 through 5 to measure the maturity
level of the area being assessed

Do not assume that the desired state is always 5



Maturity Levels in CobiT
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Nonexistent Initial Repeatable Defined Managed Optimised

D D @ m ) F

0 - Management processes are not applied at all.

1 - Processes are ad hoc and disorganised.

2 - Processes follow a regular pattern.

3 - Processes are documented and communicated.
4 - Processes are monitored and measured.

5 - Best practices are followed and automated.
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Acqguire and Implement
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Manage Changes

MaTUurITY MODEL
Ale Manage Changes

myent of the of Mamage charges that satisfies the business requirement for I'T of responding Lo Busimess
regrirementy in alipnmeni with the businesy strafegy, wllilst redneing sofurion and service delivery defects and resvork st

0 Momp-existent when
There i= no defined change management process and changes can be made with virtnally no control. There = no awareness that
change can be disruptive for 1T and business operations. and no awareness of the benefis of good change managemeni.

A Initial /A d Hoc when

It iz eecognised that chanpges should be managed and controlled. Practices vary and it is likely that unauthorised changes take place.
There i= poor or non-cexistent documentation of change, and configuation documentation i=s incomplete and unreliable. Errors are
likely to occur together with intermuptions 1o the produoction environment causad by poor change management.

2 Repeatable but bvtuitive whan

There is an informal change management process in place and most changes follow this approach; however. it is unstroctunad
madimentary and prone to error. Configuration documentation accuracy is inconsistend and only limited planning and impact
assessment takes place prior ko a change.

3 Defined Process when

There is a defined formal change management process in place. incleding categorisation, prioritization. emengency procedures,
change authorisation and release management, and compliance i= emerging. Workarounds take place and processes ame often
bypassed. Errors may =till occur and vnaanthorsed changes occasionally occur. The analysis of the impact of 1T changes on business
operations is becoming formalised. o suppon planmed rolbouts of new applications and techologios.

4 M d and MW wihen

The change management process is well developed and cons=istently followed for all ch and m ment i= confident that
there are minimal exceptions. The process is efficient and effective. but relies on considerable manuzl procedures and controls o
ensure that quality is achieved. All changes are subject o thorough planning and impact assessment o minimiss the likelilbood of
post-production problems. An approval process for changes is in place. Changs management docomentation = current and correct,
with changes formally tracked Configuration documentation is generally accumate. 1T chanze manacement planming and
implementation are becoming more integrated with changes in the business processes, o ensure thal tmining. organisational changes
and busimsss continuity issues are addressed. There i=s increased co-ordination between 1T chanpge management and business process
redesign. There is a con=sistent process for mondtoring  the guality and performance of the change management procass.

5 Optimised when

The change management process is regulary reviewed and updated to stay in lne with good practices. The review process reflects
the outcome of mondtoringe. Configumation information is compater-based and provides version control. Tracking of changes is
=sophisticated and includes tocls o detect unauwthorised amnd anlicensed software. IT change management is integrated with business
change management to ensure that IT i= an enabler in increasing productivity and creating new business opportumities for the



Dimensions of Process
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Maturity in COBIT® £l ERNST & YOUNG

We capture process maturity data on each of
six dimensions:

= Awareness and communication

= Policies, standards and procedures
* Tools and automation

= Skills and expertise

» Responsibility and accountability

* Goal setting and measurement
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Sample CMM Deliverables/Reports




Ca pability FunCtion Ell ERNST & YOUNG

Quality In Everything We Do

Process Area Current 2008 Target
Capability
PO1 Define a Strategic IT Plan 2.33 3
PO2 Define the Information Architecture 1.83 2
PO5 Manage the IT Investment 2.83 3
PO10 | Manage Projects 3.33 4
DS7 Educate and Train users 2.17 3
DS3 Manage Performance and Capacity 2.50 3
DS11 Manage Data 3.00 4
Monitor and Evaluate IT Performance 2.17
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Maturity Scorecard

Maturity Rating
o IT Governance Program and Framework 3.5*
Domains
o Strategic Alignment 3.4
o Value Delivery 2.8
o Risk Management 3.4
o Resource Management 3.0
o Performance Management 3.2

- Processes are non-existent

- Processes are ad hoc & disorganized

- Processes are repeatable but intuitive

- Processes are defined, documented & communicated
- Processes are managed a & measured

5 — Processes are optimized

HOWON-_20O
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Sample Maturity Model for IT Governance - Value Delivery

Value Delive I IT Governance - Value Delivery
very o 1 2 3 4 5 Maturity Model - CobiT 4
Domain
1. i i i Non-
I BTG & Plannmg — * Existent Initial Repeatable Defined Managed Optimized
2_ Enterprise IT Architecture ............................... _ ...... * .......... | 0 | | 1 | | 2 | | 3 | | 4 | | 5 |
3. Value Measurement g
4. Project Portfolio Mgt e oo > o /N *
5_ 3I’d Party Relatlonshlp Mgt ..................... e * ..............
Legend
Current State
Legend
0 - Processes are non-existent .
Current State 1 - Processes are ad hoc & disorganized /R T S
2 - Processes are repeatable but intuitive
i 3 - Processes are defined, documented &
___Interim Target State communicated * Target State
Target State 4 - Processes are managed & measured
* 5 — Processes are optimized

Example also in Appendix D (page 48) of Board Briefing on IT Governance booklet
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A2 Acquire/Maintain Software

5
PO9 Assess Risk 4 Al3 Acquire/Maintain Tech Infra
36—
2
DS9 Configuration 1 DS1 Service Levels
DS6 Manage Change DS10 Problems and Incidents

DS13 Manage Operations

DS12 Manage Facilities



Moving forward
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Doing the Right Things Doing Things Right

Established Crocumentation and Continuous
Framework Compliance Improvement

ISO, CMMi,

o (T ——
IS0 20000

»  Standardization »  Certification * Efficiency/Effectiveness
»  Consistency = Credibility *» Cost Reduction Focus
* Internal Operations *  Industry Yardstick * Walue to Chent

| | |
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Directed at boards of directors, supervisory boards,
audit committees, chief executive officers, chief
information officers and other executive management

m Details why IT governance is important, what the issues
are and what boards’ and executives’ responsibility is
for managing them.

= The document covers: e
m A summarized background on governance

m Role of IT governance fits in the context
of enterprise governance

m Provides a simple framework with
which to think about IT governance

Questions board members should ask
Good practices & critical success factors
Performance measures

Maturity model for benchmarking
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Why IT governance is important and why organizations should implement
it

m The IT governance life cycle

m The COBIT and Val IT frameworks

m How COBIT and Val IT are linked to IT governance and how they enable
implementation IT

m Stakeholders who have an interes
m Road map for implementing IT governance
using COBIT 27

m Implementation toolkit on CD-ROM,
containing a variety of resources [T GovERNA!

m Templates IMPLE wf}_m"w]'r:'l GUIII[H‘
Diagnostic tools

Reporting techniques

Mappings

Slide presentations

IT governance implementation activity templates
IT balanced scorecard example

Management awareness diagnostics

Maturity measurement information




Guidance and New

Developments

T IT AssURANCE
C&&“gm !J'.'IHE-‘.'!E‘N'I‘ EG].rtn:r GunE

m ITIL and COBIT Mapping

m COBIT Guidance for
service managers

m Application controls
m Guidance for IT

Ell ERNST & YOUNG
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m IT Governance is critical to most aspects of the
business not just IT

m Control frameworks (COBIT) provide the
guidance on the controls required to ensure
good Governance

m ITIL processes allow for automation and
repeatability of processes to deliver constantly

m Governance is not only mandatory it adds
competitive edge to your organisation

m COBIT - Free download www.isaca.org

m V3 and COBIT 4.1 Mapping available

m Remember to download the Board Briefing
document



http://www.isaca.org

Call To Action
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m After this session,

m Visit www.isaca.org and download the guidance

m Review the mapping of COBIT and ITIL and
identify “target” processes

m Assess your current level of process maturity
m Develop your metrics

m |dentify the gaps

m Plan the implementation

m Provide feedback to guide future development
of COBIT - go to www.isaca.org/COBIT and click
on FeedBack.
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Debbie Lew

Debbie.Lew@ey.com
Senior Manager,

Assurance and Advisory Business Services,
Ernst & Young, LLP - Los Angeles

COBIT Steering Committee
Office: 1 805 778 7049
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